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ABSTRACT 
New technologies have introduced new ways in business 
transactions where online contracting is complementing and even 
substituting traditional paper-based transactions. One of the major 
recent innovations of online contracting is the use of intelligent 
agents to make contracts among users and businesses around the 
globe.  Despite recent legislations on electronic contracting, there 
are no legislations governing automatic agent transactions except 
one preliminary attempt in the USA. We identify the key problem 
rooted at the authorization management in agent delegation as 
well as the proper legal identity of agents. Therefore, we advocate 
solutions that consider both legal and technical aspects. Based on 
current legal and business practices, we develop a conceptual 
model for agent authorization and identity management. We 
propose an Agent Authorization Platform (AAP) for the 
enforcement of agent authorization during contract establishment 
as well as the maintenance of the legal identity of agents. The 
AAP also supports alerts and acknowledgment to further enforce 
the user’s manifestation of assent to the contract terms. We also 
detail a required security scheme for the AAP based on Public 
Key Infrastructure (PKI) technologies to demonstrate the 
feasibility of our approach. 

Categories and Subject Descriptors 
K.4.4 [Computer and Society]: Electronic Commerce 

General Terms 
Economics, Security, Legal Aspects, Verification. 

Keywords 
Intelligent agents, e-Contract, agent certificate, legal identity, PKI, 
authorization. 

1. INTRODUCTION 
The use of Internet and new software technologies has resulted in 
legal problems and most existing legal framework is inadequate to 
deal with them. Although much work has been done in the area of 
developing intelligent software agents and machine to machine 
communication, there is a growing interest on legal aspects that 
arise when software agents are contracting. This transformation of 
the contracts landscape has raised some crucial legal issues and 
key regulatory challenges. In the process of the transition from 
offline to online, the contracting environment has changed 
markedly through the use of electronic agents. The legal 
framework has sought to keep up but the technology evolves fast. 

As intelligent software agents perform deals and formulate 
contracts mainly in the open Internet environment, the notion of 
the protection is quite different from a closed one, especially with 
the complications due to the new technologies. If the agent does 
not act as the user’s expectation, either based on the user 
instructions, either because of a malfunction of the agent, either 
because the agent can easily be manipulated by a third party, 
either because the user of the system did not estimate 
appropriately the benefit, etc., then it is not easy to decide who is 
liable for the damages. 

The massive adoption of new technological advances in 
intelligent software agents depends on solving the legal issues 
first. From a business perspective, trade is not encouraged in such 
an environment where the rules are not clear and where 
technological innovation can be easily used as a means for fraud 
and deception. Inadequate legal response, international standards, 
and the cross-border nature of electronic trade make it even more 
difficult to resolve any possible disputes, thus discouraging 
people to use this new technology. 

Based on the review of Kafeza et al. [13] on the recent legal 
framework for contracting with agents, we identify the main 
issues as the proper authorization management to ensure the 
user’s manifestation of assent to the contract terms as well as the 
legal identity of agents. We try to bridge the gap between the 
technical and legal viewpoint about agents with common 
commercial and legal practices. With this objective, we detail a 
secure Agent Authorization Platform (AAP) as a solution and 
further suggest a security scheme based on the Public Key 
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Infrastructure (PKI) infrastructure. The contribution of this paper 
is a refined legal analysis of the requirements for establishing the 
legal identities of agents and to demonstrate that such 
requirements can be readily supported by existing technologies 
but with an ingenious design. 

The rest of the paper is organized as follows. Section 2 presents 
some legal background that is relevant to the problem.  Section 3 
introduces the overview of an AAP, the requirements, and our 
proposed system architecture. Section 4 details our proposed 
secure AAP scheme for this purpose. We discuss the conclusion 
of this paper in Section 5 with directions of future work 

2. LEGAL BACKGROUD AND PROBLEM 
OVERVIEW 
The term contract is overloaded. In everyday life we use the term 
contract to refer to an agreement between two or more parties. An 
electronic contract extends this notion and refers to electronic 
agreements: agreements that are created through electronic means. 
In e-commerce, every time when intelligent software agents 
interact and agree upon the execution of a task, we have an 
electronic agreement. The question is whether this is a formation 
of a legally legitimate contract.  

For a contract to be valid and enforceable, a further important 
requirement is that the contract must be drawn by persons with 
contractual capacity. It is accepted that such capacity is attributed 
to physical persons and legal persons. Since intelligent agents 
cannot be considered physical persons, they can only be regarded 
as legal persons in contracting. Bellia [2] and Lerouge [12] further 
believe that legal persons (such as a corporation, a government 
entity, a ship) exist only when they have assets. 

One might consider that software agents serve the same function 
as human agents. According to common law principles, a human 
agent must accept his mandate, both parties have to consent, and 
as long as the person understands what he is doing, is capable to 
be an agent without himself having full contractual capacity. 
Similarly, in civil law the agency relationship arises when one 
person acts as a representative of another person, ordered or 
allowed by the law. The agent is not acting on its own behalf and 
therefore it is not necessary to have the full capacity to contract. 
In this sense, an incapacitated electronic agent may be an agent. 
However, the law limits the capacity of certain person to bind 
oneself to a promise, or to enforce a promise made to them such 
as minors, mentally disordered, etc.  

To resolve the above ambiguity, let us consider the several stages 
for the formation of an electronic agreement: searching for the 
parties, negotiation, drafting of the contract, execution, control, 
and monitor of the contract. As defined in the American Law 
Institute’s Restatement Second of the Law of Contracts, “a 
contract is a promise or a set of promises for the breach of which 
the law gives a remedy, or the performance of which the law in 
someway recognizes as a duty.”1  As such, a contract consists of 
three essential elements: (1) an agreement, (2) an intention from 
both parties to be legally bound, and (3) a valuable and 
enforceable consideration. 

                                                                 
1 The definition of contract in most common and civil laws are 

very similar. 

To determine whether the first element exists and an agreement 
has actually been concluded, it is necessary to examine whether 
the negotiations that have taken place between the parties (offerer 
/ offeree) can be defined as an offer and acceptance. This is 
relatively straightforward by recording the information produced 
by the participating agents as non-repudiation evidence with an 
AAP. 

The second element for a valid contract is that an agreement 
constitutes a binding contract when it is reasonably regarded as 
both parties intended to create legal relations. The general rule for 
testing the intention is to attribute to the preformed actions (such 
as speech-act for agents), but not what was in mind. In order to 
rule about one’s intention, a judge asks questions and concludes 
from all the surrounding circumstances considering the subject’s 
personality. The intention also requires that one has to be aware 
of the commitment. This is guaranteed only if one manifests 
assent of the terms. Many scholars in law point out that one 
manifests assent by conduct when using an electronic agent, 
especially when technological support can provide adequate 
evidence, such as the instructions and parameters given to the 
agent. 

Lerouge [12] associates manifestation of assent by conduct with 
only the agent’s opportunity to review the electronic record. He 
states that use of intelligent software agents to enter into contracts 
presumes the user’s assent to the contract even though he may 
subjectively intent otherwise or does not know exactly the 
moment and the content of the contract. Middlebrook and Muller 
[16] state that the opportunity to review the record should be in a 
manner that would enable a “reasonably configured electronic 
agent” to react to the contract. Unless there exist international 
technical standards for specifying legitimate agent interactions, 
the concept of “reasonably configured electronic agent” will 
remain fuzzy and give ground for litigation. Kerr [9] also 
discusses this issue and states that a contract can arise only after 
the expressed or implicit animus contrahendi. Moreover, he states 
that the exchange of promises is not enough and a mutual assent 
on the nature and scope of the rights and obligations between the 
parties (i.e., meeting of the minds) is necessary. The underlying 
requirement of meeting of the minds is the voluntary nature of the 
contract. This is a result of the fact that each party has exercised 
its freewill and has chosen to trust and rely on the mind of the 
other party and thus assumes duties and obligations.  

The above scholarly views are further supported by the recent 
Uniform Computer Information Transactions Act (UCITA) [20] 
of the USA,2 which aims to provide a full set of commercial law 
for computer information transactions. An “Electronic agent” is 
defined as a computer program, electronic or other automated 
means, used by a person to initiate an action, or to respond to 
electronic messages or performances, on the person’s behalf 
without review or action by an individual at the time of the action 
or response to the message or performance (Section 102, 
Definition 27). An electronic agent can in particular be relied to 

                                                                 
2  Section 107, Legal recognition of electronic record and 

authentication; use of electronic agents. 



respond to a term in an electronic record if it is “conspicuous.3” 
The person that employs an electronic agent for making an 
authentication, performance, or agreement, including the 
manifestation of assent, 4  is bound by the operations of the 
electronic agent, even if the person was not informed or did not 
reviewed the agent’s operations or the results of the operations. 
UCITA also states that a contract can be formed by electronic 
agents, 5  unless the court rules that it is a result from fraud, 
electronic mistake, or the like. As a result, the non-repudiation 
evidence provided with an AAP can provide strong evidence in 
accordance with the UCITA. 

The third element of a legally enforceable contract is a 
consideration that is something must be given in exchange of a 
promise. An agent can be programmed to give specific 
consideration under specific defined situations. Thus, this aspect 
is relatively straightforward. However, the notion of 
enforceability (i.e., a party that does not fulfill its contractual 
obligation has a penalty) is not obvious when applied to an agent. 
That means, agents need to have legal personality if they are also 
delegated to execute the contract in addition to the negotiation 
and formation of a contract. 

3. CONTRACT AGENT AUTHORIZATION 
PLATFORM 
Based on the legal analysis in the previous section, the key 
contribution of technologies in agent contracting should aim at the 
proper authorization management in agent delegation and the 
proper legal identity of agents as well as providing such non-
repudiation evidence, particularly for the manifestation of assent 
to the contract terms. Besides, our AAP also aims at a high 
reliability of agents programming, better communications 
infrastructure, and other technical improvements that can 
indirectly help the management of contract agent. We believe that 
a combination of legal and technical solutions would best serve 
the e-commerce community. In particular, we base our model on 
current legal and business practices and mimic such automation 
with agents in our implementation framework. 

3.1 Scope of the Proposed Platform 
We perceive that a high percentage of the solution relies on 
technological part and therefore a computer-supported solution 
with a controlled and customizable degree of authorization to 
agents might be more beneficial because of the diversity of 
requirements and situations.  

Conceptually, we can create a hierarchy of authorization based on 
the legal analysis (see Figure 1). At the top authorization level are 
agents that the user assigns legal personality to them. At that level 
the agent is free to get involved to any contract formation where 
the other party accepts this level of authorization. In this kind of 
authorization, the agent can also convey its assets to the other 
agent in order to facilitate the decision of the agent to participate 
                                                                 
3  Conspicuous means the agent cannot proceed without taking 

action with respect to the particular term or reference (Section 
102, Def. 14(B)) 

4 Section 112,  Manifestation of assent 
5 Section 202, Formation in general; and Section 206, Offer and 

acceptance: electronic agents. 

in a contract or not. At the lowest level the agent can be a 
communication tool which makes the user liable for the agent’s 
action. If the agent is a communication tool then whatever 
arrangement the agent is doing the user is liable for it.  

In between, an agent can have a customized degree of 
authorization and automation (i.e., delegation) based on the 
situation and the liability of their users. For example, a user may 
allow an agent to contract with other agents as long as a message 
reaches his/her mobile within a short period after the transaction. 
As another example, consider the case where an agent is 
programmed by the user to assume manifestation of assent by the 
other agent only in the case where the user of the agent sends an 
email stating that he read the contract and agrees.  

In addition, we differentiate between two types of agents: the 
agreement agents and contract agents. Agreement agents are 
agents that perform agreements in the existing infrastructure or 
the users of the agents do not wish to be protected by giving 
contractual dimension to their transactions. These are cases where 
trust already exists. For example, it might be interesting from law 
point of view whether a user that requests from an agent to buy a 
book from amazon.com actually has a contract or not. But the 
user trusts that amazon.com will charge the credit card 
appropriately and do the delivery as agreed. In case amazon.com 
debits the card without delivery, the user has the alternative to sue 
under the tort of unjust enrichment. Contract agents are agents 
with contractual capabilities where the user wants to precede to 
agreements only if there is a legal contract between the 
participating parties. 

3.2 Conceptual Model and Typical AAP Use 
Case 
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Figure. 2.  A Conceptual Model for Agent Authorization 
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Figure 2 depicts our conceptual model for agent authorization in 
the Unified Model Language (UML [17]) class diagram to be 
supported in the AAP. The essential functions of the AAP include 
the following: 

 Certification of agents 

 Authentication of agents through electronic certificates 

 Optional validation of agents’ bids  

 Witness of electronic contracts with validation to ensure 
contract terms are with the agents’ authorization limits 

 Alert the agents’ user in case of authorization violations and 
seek for user approval 

 Non-repudiation support 

We explain the five phases of contract agent operation support in 
our AAP: user registration phase, agent registration phase, 
mission specification phase, negotiation phase, and contractual 
phase.  

Before using the AAP, users must first certify their agents in the 
AAP, with each of their identity verified with a respective 
electronic certificate (e-cert). Users can specify various 
authorization rules for controlling their agents. Rules are 
organized into authorization profiles for potential reuse and 
customization. Users must also register each of their agents before 
delegating them to missions. A registration results in an agent 
certificate which captures the agent’s descriptions, functions, the 
owner’s e-cert, the agent’s code, and other relevant information. 
Such information is digitally signed by the AAP. 

When a user delegates an agent into a mission, the user may 
choose to override the agent’s authorization profile with a mission 
authorization profile.  Normally, the mission authorization profile 
is equal to the contract authorization profile. In some situations, a 
mission may comprise more than one contract, say, when the 
agent is delegated to buy some quantity of goods.  However, for 
example, if the agent is not allowed to buy too much from a 
supplier, the user may set these two profiles different. In addition, 
the negotiation authorization profile may be set larger than 
contract authorization profile to increase the agent’s flexibility 
and therefore the efficiency of the negotiation. However, if the 
contract exceeds the contract authorization as a result, then an 
alert will be sent to the user for approval to clarify legal 
responsibilities.  All these authorization profiles should also be 
loaded into the agent’s knowledge so that the agent can perform 
the delegation in accordance with its authorization.  

In the negotiation phase, the agent may negotiate with one or 
more counter-parties, which may be humans or agents. Our AAP 
does not intend to interfere with the normal tasks of the agent 
because this may involve a large overhead and should be the 
responsibility of the agent’s own running platform. However, 
counter-parties may obtain the following services from the AAP: 
1) verify the authenticity of the agent certificate, 2) verify if the 
contract terms are under its authorization limit, and 3) optionally 
verify if an agent’s bid is under its authorization limit. However, 
we cannot allow the counter-parties to directly access the 
authorization limits because this may expose sensitive 
information such as the reservation prices. Thus, before honoring 
authorization verification requests, the AAP must check if the bid 

is really issued by the agent (by verifying the agent’s signature on 
the bid). 

Should the AAP detect a violation of any authorization limit, the 
agent’s user is notified with an alert mechanism [4]. If the user 
confirms allowing such a deed of the agent, the AAP records this 
signed confirmation as evidence in case of future disputes and 
replies a positive result to the counterparty; otherwise a negative 
result is sent. Upon a negative verification, the counter-party 
should usually reject the bid or the contract.  

Although an optimistic bidder (agent or human) need not verify 
every bid, contracts should be verified to ensure within the 
authorization limits. This is particularly important as users may 
change authorization limits during mission progress. Further, the 
AAP have to digitally sign the validated contract and then store it 
in a non-repudiation server. As such, the AAP much strengthens 
the legal protection against ambiguities in case of future possible 
disputes. 

3.3 AAP System Architecture 
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Figure. 3.  A Conceptual Model for Agent Authorization 

 

Figure 3 describes an implementation architecture that consists of 
three tiers, namely the front-end tier, the logical tier, and the 
back-end tier. As we have identified a large number of legal 
issues are rooted from the proper authorization of agents and the 
provision of non-repudiation evidence for manifestation of assent 
to the contract terms. Therefore, based on PKI technologies, we 
propose an AAP as a foundation of a technical solution. We target 
to manage contract agents in our AAP, which is a trusted party to 
be operated by authorities.  

The front-end tier interfaces with users and agents. The AAP 
Portal is a web-based interface for interactive user access to the 
AAP. The AAP authenticates users’ identities with their e-cert 
from Certificate Authorities and register them to the system. The 
Internet Alert Sender sends alerts to agents and users with various 
mobile and Internet technologies [12] such as ICQ (I seek you), e-
mail, Short Message Services (SMS), etc. The Agents 
Programmatic Interface supports interactions with agents through 



established agent communication languages (ACL), such as that 
defined by the Foundation for Intelligent Physical Agents (FIPA), 
which has unambiguous clear formal definitions of the semantics 
for all the performatives as well as a well-defined syntax for 
communicative acts. 

The logical tier implements all the necessary main programming 
logic for contract agent authorization. The Agent Certification 
Center creates agent certificates upon users’ requests for 
certifying their new agents. The Authorization Profile Editor 
supports creation and maintenance of agent authorization rules 
and profiles, as well as binds them to agents at different scopes 
(namely, lifetime, mission, negotiation, and contract). The 
Authorization Validator checks if the bids or contracts violate the 
agents’ authorization upon counter-parties’ requests. Upon 
authorization violations, the Alert Management System generates 
alerts to notify the agents’ owners for verification and 
confirmations as described in the previous sub-section. The 
agents’ owners can then connect to the AAP Portal for further 
details and response to the alerts. 

The back-end tier provides backing storage for the system. The 
Authentication Database keeps operational data such as the 
authorization rules and profiles, agent and user information, and 
so on. However, the Non-Repudiation Server is separated for 
sensitive legal evidence, such as e-contracts, validation logs, and 
so on. 

4. An AAP Protocol 
With reference to the framework proposed in the previous section, 
we propose to detail an AAP scheme for secure agent contracting 
in this section. We employ several cryptographic techniques 
based on PKI schemes. Figure 4 shows an overview of our 
proposed scheme. There are several roles involved in our scheme, 
named Customer, Agent Authorization Platform (AAP), Agent, 
and Seller. For the ease of illustration, we use the Internet buying 
and selling scenario as a running case study. The customer here 
could be anyone accessing through the Internet while the seller 
denotes any kind of targets that support agent-based electronic 
contracting. Finally, the Agent is the particularly certified 
software agent which takes the purchase information and 
authentication information of the customer. The agent may then 
negotiate on its own with Seller on behalf of customer, and help 
generate the final signed electronic contact, which may be subject 
to the final verification of the AAP and/or the approval of the 
customer. 

4.1 Agent Request 
Figure 5 shows the procedure for a human user C to request the 
AAP for using an agent. Before requesting, the customer C first 
generates a pair of keys (public key and private key) for the 
agent’s use. Then, C sends to the AAP a signed request CReq   
which is in the following form: 

:{ , ( ), }C C CReq request Sig request Cert . The request field includes 
the buying description, authorization profile, agent public key, 
and the agent code. ( )CSig request   denotes the signature of the 
customer C on request, and  CCert  is the public key certificate of 
C, which includes the public key of C. 
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On receiving the request CReq , the AAP first checks the 
validation of the CCert  by verifying the signature of the 
Certification Authority (CA). Then it verifies C’s signature on the 
request. In case of verification failure, the AAP rejects the request 
and report the possible fraud if necessary. If all the verifications 
succeed, the AAP records the request into the authorization 
database and ( )CSig request  into the non-repudiation database. 
Finally, the AAP forwards the request to the agent certificate 
center for agent preparation and sends a confirmation receipt back 
to the customer. Note that the agent key pairs are generated on the 
customer side, and only the agent public key is submitted to the 
AAP, while the agent private key is kept secret by the customer. 

4.2 Agent Certification 
The agent certificate center module is in charge of preparing the 
software agent certificate CertAgent according to the request. The 
agent certificate includes several fields, as shown in Figure 6. 
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Here, the agent identification number is a random number which 
help identify the agent uniquely. The buying description describes 
the items to be bought and may include details such as a 
maximum bid price or quantity, depending on the customer’s 
strategy. The time stamp marks the system time when the agent is 
generated and the period of validity defines the life time of the 
agent. The agent public key is then generated and submitted by 
the customer. There are also some other possible static data, such 
as further descriptions and non-functional requirements. The AAP 
then generates a digital signature on all of the above data (denoted 
as M ) as: ( )AAPSig M . Finally, the certificate of the AAP should 
be attached so that anyone can get the corresponding public key 
to verify the related signatures. Then, the AAP attach the agent 
certificate to the agent code to generate the final agent. Note that 
the AAP also need to sign all the agent data, including the execute 
code part, so that the customer can verify the integrity of the 
agent. 

4.3 Agent Issuing and Negotiation with Host 
After preparing the software agent, the AAP sends the agent back 
to the customer. On receiving the certified agent, the customer 
first install the agent private key. The agent can then start to 
negotiate with the other sellers according the customer’s request. 
A seller first needs to verify the identity of the agent before and 
during the negotiation to protect the seller from any possible 
cheating or fraud transactions. To achieve this, the agent should 
firstly initiate the negotiation procedure and send the following 
handshake request to the seller as: 

{ , ( ), }Handshake Agent Handshake AgentRequest Sig Request Cert  

Here, HandshakeRequest   includes AIN, buying request, and a 
random number Nr, which is used for resisting replay attack. The 
host then verifies the following items: 

 The certificate CertAAP  and CertAgent using the public key of 
CA and AAP, respectively. 

 The signature ( )Agent HandshakeSig Request  using the public key 
of Agent, which is included in the CertAgent. 

If all the verifications succeed, it means that the agent is really 
certified by the AAP. The agent is then authorized to start 
negotiation. Subsequent negotiation messages, as usual, should be 
signed by the party bidding it. Note that a seller can also proof his 
identity to the agent with his public key certificate if necessary. 

4.4 Electronic Contracting and Authorization 
Validation 
After reviewing a seller’s offer, the agent can perform the 
electronic contracting if the offer is acceptable. In this paper, we 
employ the role of AAP that makes our scheme more flexible for 
a customer to choose the authorization level according to different 
transaction. Recall that the authorization profile could contain 
different authorization level as described in section 3.2. At least 
there are two levels option in our scheme, i.e., full authorization 
level and partial authorization level. At the full authorization level, 
the customer authorizes the agent the ability to perform the final 
contract signing without further approval from the customer. This 
mode is usually used for low-risk (low-value) transactions such as 
CDs, books, etc. At the partial authorization level, the agent 
cannot sign the electronic contract directly. The final contract 
requires the verification of the AAP, which involves an 
authorization validation protocol among the seller, the AAP, and 
the customer (as shown in Figure 7). 

For an agent with only partial authorization level, the seller needs 
to verify the authenticity of the agent as well as whether the 
agent’s bid and other terms of contract are under its authorization 
limit. A pre-contract between the seller and agent can be 
generated as: 

:{ || ( ) || ( )}Agent sellerpre contract content Sig content Sig content−  

where the content should include the agent identify number(AIN), 
the item description, the bid price, and other applicable terms in 
order to proof the manifestation of assent. Both of agent and the 
seller should sign on the above content. Since the agent is only 
partially authorized for this contract, the seller has to submit a 
request including the pre-contract to the AAP for authorization 
validation. Upon receiving the request, the AAP needs to verify 
the following: 

a) The signature ( )AgentSig content and ( )hostSig content in 
pre-contract, and 

b) Whether the bid price and terms in pre-contract is 
consistent with the corresponding authorization profile 
recorded in authorization database. 
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Figure. 7.  Authorization validation protocol  



If all above verifications hold, the AAP signs on the pre-contract 
to generate the final electronic contract as: 

:{ || ( )
|| ( ) || ( )}

Agent

host AAP

Contract content Sig content
Sig content Sig content

 

If verification (a) does not hold, the AAP rejects the validation 
request and inform the seller to re-submit the validation request. If 
verification (b) does not hold, the AAP inform the seller that the 
agent has exceeded the authorization limit and also notify the 
customer about the agent’s deed. If the customer allows such 
change of authorization profile, he should send a signed 
confirmation to the AAP for recording into the non-repudiation 
database. Finally, the AAP should also sign as witness on the 
contract, and send it to both parties. 

5. DISCUSSIONS AND SUMMARY 
In this paper, we have analyzed the key legal issues that arise 
when intelligent software agents are used for e-commerce 
contracting in contrast to traditional human agents where the legal 
framework is built upon face-to-face transactions. Based on our 
legal analysis, we have identified that many of these issues are 
rooted from the legal identity of agents and the authorization 
management in agent delegation. Therefore, as a technical 
solution to such legal requirements, we propose the use of an 
Agent Authorization Platform (AAP) that also supports user alert 
and acknowledgment. Based on current legal and business 
practices, we mimic such automation with agents into a design. 
Therefore, we have naturally developed a conceptual model for 
agent authorization and illustrated an AAP architecture with 
typical use cases of the platform. We have further detailed a 
security scheme based on the widely-adopted PKI technology and 
demonstrate the practicability of our technical approach to fulfill 
such legal requirements. The comprehensive functions of the 
AAP can support the legal identities of the agents through agent 
certificates. Further, the AAP validates the final electronic 
contract against the agents’ authorization or with the users’ 
explicit consent with non-repudiation evidence to avoid any 
violation of the agents’ authorization limit, therefore establishing 
a solid legal foundation for the agents’ contract.  

Only when the major issue of enforceable trust can be established 
allows the widespread adoption of agent-based electronic trade. In 
our approach, we do not intend to solve all the legal issues 
immediately but we propose a solid and extensible foundation for 
establishing enforceable trust between agents’ communications by 
providing some fundamental platforms that can help clarify them. 
We argue that as long as a global standard governing agent 
interactions does not exist, a customized solution based on user 
preferences could be adopted. This approach is based on the 
general rule of freedom of contract where each party has the 
freedom to choose to enter into a contract on whatever terms it 
may consider advantageous to its interests. 

To the best of our knowledge, there are no other attempts to 
support the legal requirements with a comprehensive platform for 
establishing the legal identities of contracting agents through 
proper authorization management. The only close technical-
oriented attempt is Hu’s [8] proposal of agent certificates for just 
authentication but without addressing the problem of 
authorization limits verification, which is legally crucial 

especially for the manifestation of assent of the terms. Other 
researches on agent contract mainly focus on the logical notion 
instead of legal issues. 

With the recent technical maturity, adoption, and diffusion of PKI 
and electronic certificate infrastructures, we believe our AAP 
proposal is a direct and viable extension. However, a main 
technical challenge and effort is the specification of authorization 
limits. This involves a proper encoding of users’ requirements, 
intention, and preferences. To streamline the procedure for this as 
well as negotiation and other phases of electronic contracting, we 
are developing methodologies involving the notion of electronic 
contract templates [3] as well as the use of ontology [5] from 
Semantic Web technologies [21]. We are also extending this 
methodology for more general specification agent authorization 
limits with constraints and authorization verification in the form 
of the Constraint Satisfaction Problem [19] and Belief-Desire-
Intention (BDI) agent architecture [6], both of which are widely 
adopted in artificial intelligence and agent computing. However, 
based on our experience, we observe that the first phase of 
deployment in electronic marketplaces and other common Internet 
trading scenarios are relatively straightforward (as opposed 
company or real estates acquisitions) because the number of 
negotiation issues and variables are small and the consideration of 
each transaction is relatively small. In particular, customer-to-
customer markets involving only a small to medium amount of 
considerations are probably the most attractive for pioneering 
AAP-service because automatic bidding agents are useful in 
assisting the users in tedious negotiations. 

Although there are no AAP-like services today, we perceive a 
gradual but successful adoption of the AAP or related platforms in 
the near future. This is because our approach not only helps in 
legal issues, but also technical issues (such as agent reliability as 
the AAP guide against constraint violations, which is another 
direction of our ongoing research) as well as social issues (such as 
the build up of trust and a positive image of technical reliability). 
Only after technical validation and success can further legislation 
be studied and enacted.  However, the successful experience in 
electronic transactions with PKI can serve as a good reference and 
starting point.  

There are several open issues that need to be resolved. We 
envision that a combination of enactment of legislation with the 
support of technical solutions is eventually required to resolve 
further ambiguities and to help establish strong user trust. For 
example, if the user wishes to fully authorize the contracting 
agent, legislation can be enacted to give legal personality to the 
agent. However, users are responsible to transfer adequate assets 
(or equivalent insurance) to the agents and the other parties can go 
against the agents’ assets upon dispute. Then, agents can use 
solutions in artificial intelligence to make “their own” decisions 
based on user preferences. If agents own assets, their users are 
protected because the decision of the agents out at stake the 
specific assets, while the other parties are also protected because 
they can go against the agents. Assets granting and management 
for agents is therefore an important direction for future research to 
further enhance the notion of legal identity for agents as discussed 
in Section 2. 

In addition, electronic communication can be used in an efficient 
way to facilitate the performance of a contract. For example, in 
real life a breach of contract can occur because a party fulfills its 



contractual obligation inadequately. Our proposed AAP can be 
extended to solve such problems. Critical points of the execution 
can be identified and messages can be sent to the parties on time 
to remain of the contractual capabilities and request progress 
reports. Associated legislation should stipulate that if a party 
receives the pre-obligation messages, then unless otherwise 
proved, the party was fully informed, aware, and had the 
appropriate time to fulfill the obligation. Further for the 
promotion of international laws of electronic agents and avoid 
other ambiguities in contracting, we need to investigate a 
systematic way for digital unification of concepts (i.e., ontology), 
such as through Semantic Web technologies. 

In our future work, we are also addressing specific jurisdictions 
and developing agent models that can adhere to the existing laws. 
We are also considering the legal and technical aspects of 
delegation, network of trust, and authorization chains. 
Investigations in cultural and trust issues are also in our agenda. 
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